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Abstract
With today’s developing technologies, the need for new image encryption algorithms to encrypt images is inevitable. In

this study, an innovative image encryption algorithm is proposed. The proposed algorithm first XORs each layer of the

image with a unique and strong new key. Each layer is then subjected to a random permutation process. Each of the

encrypted layers obtained here is finally passed through a new s-box structure with a high nonlinearity value. After these

processes, all layers are combined to obtain an encrypted image. Thus, XOR and s-box confusion meet the criteria, while

random permutation meets the diffusion criteria. In this study, both key and s-box structures were originally obtained with

a chaotic Gaussian map. The outputs of the chaotic map were converted into bit sequences and five different sequences

with a length of 1 million were obtained. All these arrays have successfully passed all NIST SP 800-22 tests. On the other

hand, the proposed s-box structures surpassed many studies with nonlinearity values of 108, 108.5, and 108.75. The images

were successfully encrypted with the proposed algorithm, and the encrypted images successfully completed tests such as

NPCR-UACI, information entropy, histogram analysis, and correlation analysis. It is thought that this study will make

many contributions to the fields of s-box development, random number generation, and image encryption.
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1 Introduction

With the rapid advancement of technology, the number of

images is increasing day by day. As new structures emerge,

such as the way images are obtained, their formats, and

sizes, the processing of these images becomes more com-

plex. At this point, new image encryption algorithms are

needed to ensure the security of these images (Gao et al.

2022a; Muhammad and Özkaynak 2021). Because we live

in the information age, people use data all the time. Many

security problems occur during this use. In recent years, the

use of images has become widespread, especially on the

internet. For images to be transmitted securely over inse-

cure networks, they must be encrypted with a strong

algorithm (Artuğer and Özkaynak 2021). Especially with

the rapid development of chaotic dynamics, progress in this

field has accelerated. Because chaotic dynamics are one of

the indispensable building blocks of the cryptography field

due to their randomness. Encryption philosophies are

generally examined under two headings. These are sym-

metric and asymmetric algorithms. Asymmetric encryption

algorithms are not generally used in the encryption process

because they are inherently slow. They are mostly used for

key exchange. Symmetric encryption algorithms are the

philosophy often used for encryption. This philosophy is

divided into two. These are stream and block ciphers. In

stream encryption, bits are encrypted one by one. There-

fore, it is difficult to implement in some cases. Especially

as the data increases, its application becomes more diffi-

cult. Because it is necessary to generate a key as long as the

data size. The other and most used structure for encryption

is the block encryption philosophy. These algorithms

divide the data into blocks and encrypt each block within

itself. Then, these encrypted blocks are combined to obtain

encrypted data. Many block cipher algorithms have been

developed from the past to the present. The most well-

known of these and today’s data encryption standard is the
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AES (Daemen and Rijmen 1998) algorithm. AES is a

secure algorithm with a very flexible structure. However,

new algorithms are also needed for various applications.

Image encryption is a very popular topic. Two criteria

must be met in the encryption process. The first of these is

the process called diffusion. Diffusion means that data

must be spread effectively. In this way, the attackers’ job

will become even more difficult. In encryption algorithms,

this criterion is usually met by permutation operations. In

this study, this process is achieved by randomly obtained

permutations. The other and most important criterion is the

criterion called confusion. This criterion must be met in an

encryption algorithm. Confusion means that data must be

mixed effectively. The more effectively data is scrambled,

the harder it will be for attackers to decipher. That’s why

the confusion criterion is vital in an encryption algorithm.

When looking at the literature, XOR operation and s-box

structures are generally used in the confusion process. The

XOR process has a perfect structure for the mixing process,

as 50% of the results are 1 and 50% are 0. In this way, it is

a structure that makes it very difficult for attackers to make

inferences. XOR operation was also used in this study.

Another confusion tool is s-box structures, and this struc-

ture is generally used. Since S-box is a non-linear trans-

formation, it converts the data into another format. That is,

the strength of encryption algorithms generally depends on

the strength of the s-box structure. Developing an S-box is

a very popular topic today. However, developing strong

s-box structures is a very difficult problem. From past to

present, to develop strong s-box structures to be used in

encryption algorithms, chaos (Lambić 2020; Artuğer and

Özkaynak 2020, 2023a; Belazi and Abd El-Latif 2017;

Khan et al. 2012, 2013; Alshekly et al. 2022; Ye and

Zhimao 2018; Liu 2017; Özkaynak 2020), mathematical

transformations (Hussain 2020; Razaq et al. 2022, 2021;

Siddiqui et al. 2020; Anees and Chen 2020; Ahmad and Al-

Solami 2020a; Khan and Shah 2014; Arshad et al. 2022;

Malik et al. 2020), optimization techniques (Behera and

Gangopadhyay 2023; Artuğer and Özkaynak 2022, 2023b;

Wang et al. 2012, 2020; Zamli 2021; Zamli et al.

2021, 2023; Kuznetsov et al. 2023; Khan et al. 2021, 2023;

Artuğer 2023a; Alhadawi et al. 2020, 2021; Ahmad and Al-

Solami 2020b; Ahmad et al. 2015, 2020; Hematpour and

Ahadpour 2021; Alzaidi et al. 2018; Ahmed et al. 2019;

Chen 2008; Farah et al. 2017; Tian and Lu 2017), cellular

automata (Szaban and Seredynski 2008; Alexan et al. 2022;

Gangadari and Ahamed 2018; Aboytes-González et al.

2018; Haque et al. 2022; Mariot et al. 2019), DNA-RNA

chains. Many algorithms have been developed, especially

(Artuğer 2023b; Al-Wattar et al. 2015a, b; Basha et al.

2022; Kadhim et al. 2016; Farhan et al. 2020; Mohamed

et al. 2021). In this study, three different strong chaos-

based s-box structures were used in the confusion process.

These s-box structures were obtained uniquely.

Especially in recent years, many image encryption

algorithms have been developed. Some of these are briefly

mentioned here. Gao et al. They propose a fast image

encryption algorithm using propagation, a chaotic system,

and shuffling (Gao et al. 2022a). Elkandoz et al. They first

shuffled the pixels of the image to meet the mixing and

spreading criteria. Then, they effectively encrypted the

image by XORing the key value with this mixed data

(Elkandoz and Alexan 2022). Alexan et al. They proposed

a new image encryption scheme based on the fusion of

multiple chaotic maps. The key value was also obtained

with the chaotic map (Alexan et al. 2023a). Lai et al. They

first proposed a new chaotic map for effective encryption

of images. They claimed that this map gave better results

compared to other maps. In the proposed encryption

method, pixels are based on the philosophy of spreading

randomly. As a result, it was observed because of the

analysis that the study worked effectively (Lai et al. 2023).

Chai et al. They presented a hybrid approach by using the

Hessenberg decomposition-block compression detection-

particle swarm optimization algorithm together to develop

an effective image encryption scheme. As a result of the

analysis, it was shown that the algorithm works effectively

(Chai et al. 2022). Gao et al. They developed a new image

encryption mechanism using a three-dimensional cube and

a hyperchaotic map. Later, they made the algorithm more

effective by using the DNA coding structure. Analysis has

shown that this algorithm is safe (Gao et al. 2022b). Erkan

et al. To develop a powerful image encryption algorithm,

they first developed a new two-dimensional hyperchaotic

map. Analyzes have shown that this map has strong ran-

dom properties and can be used for image encryption

(Erkan et al. 2023). Muhammad et al. They developed a

hybrid scheme for image encryption by using optimization

algorithms, chaotic systems, and PUF structures together.

Effective results were obtained by using these structures

together (Muhammad and Özkaynak 2021). Alexan et al.

They developed a new image encryption scheme based on

hyperchaotic maps and a neuron model. In this study, XOR

operation was also performed with key structures, and each

stage was passed through the s-box structure (Alexan et al.

2023b). Gupta et al. They worked on a new image

encryption algorithm that combines encryption methods

and watermarking technique. This proposed method uses

DWT-based watermarking, chaotic map, and crossover

operations. With this study, images were effectively

encrypted (Gupta et al. 2023). Zhu et al. They developed a

new chaotic image encryption scheme using DNA coding

and a fish shoal optimization algorithm, specifically to

prevent differential attacks. Additionally, large keys were

used in this study. This has made the algorithm more
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powerful, especially against differential attacks (Zhu et al.

2023). Huang et al. To develop a more effective image

encryption structure, they used a different approach and hid

the image to be encrypted within another image (Huang

et al. 2023a). Masood et al. proposed a new image

encryption scheme using chaos-based strong s-box and

DNA coding together (Masood et al. 2021). Luo et al.

proposed a new image encryption scheme using hyper-

chaotic system and particle swarm optimization (PSO)

(Luo et al. 2022). Huang et al. developed a new image

encryption scheme with discrete wavelet transform and

compressed sensing techniques (Huang et al. 2023b). Wang

et al. They developed a new image encryption algorithm

using chaos, XOR, and Josephus problem (Wang et al.

2023).

The proposed algorithm makes many contributions to

the literature compared to the existing works mentioned

above. A new image encryption approach is proposed by

using various cryptographic units together. The strong

s-box structures used in this encryption algorithm are

obtained uniquely. The 3 different s-box structures used

here make the algorithm much more complex and power-

ful. With the s-box generation approach proposed in this

study, more s-box structures can be generated and used in

different encryption algorithms. This is one of the aspects

that distinguish this work from other works. On the other

hand, this study also presents a unique method for

obtaining the key values to be used in the XOR operation.

Thanks to this method, a different random bit sequence is

used as a key for each layer of an image. This makes the

encryption algorithm stronger. In addition, with the key

generator method proposed here, keys can be easily gen-

erated for other encryption algorithms. Because the method

used here has a very effective and simple structure. It is

observed that the bit sequences obtained because of the

analyses proved this by passing the NIST tests. It is shown

Fig. 1 System model of the proposed image encryption algorithm
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that images can be encrypted effectively by using this

s-box and key generation approaches together. Thus, sig-

nificant contributions have been made to image encryption,

s-box generation, and random number generator literature.

Considering this point, it is hoped that this study will

inspire researchers to combine different cryptographic

structures and use them in different ways. In the remainder

of the study, the image encryption approach proposed in

the second chapter is given together with the system model

and pseudocodes. In the third chapter, the key generator

was first analyzed with NIST testing under subheadings to

better understand the chapter. Subsequently, the proposed

s-box structures were evaluated according to the most used

s-box evaluation criteria in the literature and the results

were compared with other studies. Finally, in this section,

images encrypted with the proposed algorithm are analyzed

in detail. In the fourth section, the results are discussed.

2 Proposed image encryption algorithm

The proposed image encryption algorithm is based on a

strong key, XOR, random permutations, and strong s-box

structures. First of all, a color image is separated into layers

of red, green, and blue. These pixel values are then con-

verted into an array. Each of these layers is XORed sepa-

rately with the key value. The XOR operation is one of the

structures that meet an important requirement called con-

fusion in encryption algorithms. In addition, encryption

and decryption operations are quite simple with the XOR

operation. After the layers are XORed with the key, they

are individually subjected to a random permutation pro-

cess. The purpose of the permutation here is to meet the

requirement called diffusion. In encryption algorithms, this

process is usually carried out by permutation operations.

After the permutation process, each layer is passed through

a separate s-box structure. The aim here is to mix the data

thoroughly and increase confusion. So, s-box is another

important component that provides confusion like the XOR

operation. A highly nonlinear s-box structure makes the

algorithm extremely powerful. In the proposed algorithm,

passing each layer through a different s-box structure is

also one of the unique aspects of the study. In this way, a

more effective confusion process is achieved. After the

layers are passed through the s-box structures, the layers

are combined, and the encrypted image is obtained. The

basic system model of the proposed algorithm is given in

Fig. 1. Decrypting the image in the proposed algorithm is

quite simple. The password can be easily decrypted when

the steps are applied in reverse. The layers of the encrypted

image are passed through inverted s-box structures

respectively. Each layer is then put into the inverse per-

mutation process. Finally, when the decoded layers are

XORed with the key value and the layers are combined, the

original image is obtained.

Table 1 Proposed key generator algorithm Table 2 Proposed s-box generator algorithm
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One of the most important points of this study is that

both the key value and the s-box structures are obtained in

a unique way using a chaotic map. For this purpose, the

Gauss map was used in this study. Different maps can also

be used. This is one of the rich points of the study. The

mathematical structure of the Gauss map is given in

Eq. (1).

xnþ1 ¼ exp �ax2
n

� �
þ b; a 2 4:7; 17½ �; b 2 �1; 1½ � ð1Þ

A very simple and fast generator algorithm has been

designed for the key generator. This generator can also be

used as a random number generator in different applica-

tions. The pseudocode of the proposed generator algorithm

is given in Table 1. In this algorithm, first, the initial

parameters of the chaotic map are defined by the system.

The values taken here were chosen randomly in the ranges

where the chaotic map shows random features. It is thought

that more effective results can be obtained if these values

are selected with methods such as optimization in future

studies. After the input parameters are defined, a random

number is generated, and the chaotic map is initialized with

this value. Since the images were encrypted in this study,

key values were generated up to the maximum value that

the pixel values could take. Therefore, the value obtained

from the output of the chaotic map was first converted to an

integer by multiplying it by a large number. Then, the

mod256 operation was applied to the obtained value and

the key value was obtained with random numbers in the

range [0–256]. In this way, random number sequences of

desired lengths can be generated according to the value of

n. In addition, since there is no seed value in the proposed

generator algorithm, a different sequence will be obtained

each time it runs. In this way, it will be difficult to repro-

duce the series. Thus, the proposed generator is an algo-

rithm that can be used in cryptographic applications.

S-box structures were also obtained with a similar phi-

losophy. The pseudocode of the proposed s-box generator

algorithm is given in Table 2. The s-box structures to be

used here are similar to the s-box structures used in the

AES algorithm. In other words, it contains 8-bit long val-

ues. Therefore, they consist of 256 values in the range

[0–256]. In the proposed algorithm, the initial parameters

of the chaotic map are defined as in the key generator. In

this study, the initial values used to produce s-box were

also chosen randomly. Selecting and analyzing the values

here using different methods is one of the future studies.

Choosing these initial values optimally is a hot topic that

will whet the appetite of researchers. After the initial val-

ues are given, the chaotic map is initialized with a random

value. When the next value is produced, this value must be

multiplied by a larger number to turn it into an integer.

Then, mod256 operation is applied to ensure that these

values are in the [0–256] range. If this obtained value is not

available in the s-box, this value is added. If this value

exists in the table, it is not added, and this process con-

tinues until the table is full. In this way, a starting s-box can

be easily obtained. However, the s-box structures obtained

in this way show bad cryptographic properties. To improve

these features, in the proposed algorithm, two values are

selected with a chaotic map, and the places of these values

Table 3 NIST SP 800-22 test results of bit sequences obtained with the proposed generator algorithm
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are changed. If the nonlinearity value increases, the s-box

is updated. In this way, the s-box can easily become

cryptographically stronger. Here, the elements to be dis-

placed are selected with a chaotic Gauss map. There are

quite a few chaotic maps available here. The effects of

other maps on the study are also one of the issues that need

to be investigated for future studies.

3 Analysis results

In this study, the analysis results were examined separately

in three subsections for a better understanding. In the first

part, the key generator, in the second part, the s-box, and in

the third part, the image encryption analysis results are

given in detail.

3.1 Key generator analysis

In this study, the NIST SP 800-22 test suite was used to test

whether the proposed key generator algorithm truly gen-

erates random numbers. This package consists of 15 tests in

total. A p value is calculated in each of these tests. This p

value is expected to be in the range [0.01–1]. As this value

approaches 1, it means that the quality of the random

number generator increases. For NIST SP 800-22 testing,

bit sequences of approximately 1 million bits are generally

used in the literature. In this study, 5 different random bit

strings with a length of 1 million bits were obtained and

tested. These test results are given in Table 3. As can be

seen in this table, all bit sequences produced have suc-

cessfully completed all test results.

Table 4 Proposed s-box1
14 137 97 126 200 173 205 130 224 245 40 39 59 157 9 211

141 87 221 98 239 91 67 111 192 78 74 51 148 36 3 118

174 37 60 119 62 66 27 101 92 154 89 144 253 138 30 151

79 167 132 190 64 13 56 28 232 156 68 249 65 109 90 203

49 24 34 127 120 214 147 177 180 107 201 198 8 241 185 31

228 145 242 240 230 134 50 46 105 149 208 104 222 136 75 165

188 160 206 77 248 26 22 195 85 181 178 20 135 234 6 152

175 182 100 247 69 32 57 4 213 184 204 229 252 166 44 207

233 113 124 218 121 140 18 84 216 86 16 146 189 162 52 12

164 94 48 217 193 187 158 129 106 15 83 196 231 47 0 125

227 72 61 220 117 202 155 142 63 235 42 176 54 71 112 139

225 58 143 183 45 250 254 251 161 103 171 5 80 102 99 244

243 199 76 70 93 95 11 186 238 212 29 1 81 133 73 179

246 159 10 123 55 82 17 236 43 23 237 191 33 108 223 41

169 122 219 215 163 210 7 170 172 35 21 88 96 114 255 168

19 197 194 209 25 2 226 115 116 110 150 38 128 153 53 131

Table 5 Proposed s-box2
215 12 211 161 129 153 11 194 193 131 137 15 123 92 200 213

230 155 58 132 81 54 150 227 61 216 85 56 69 14 212 245

68 172 70 189 151 25 135 112 30 105 220 87 73 49 13 142

76 84 210 157 48 47 253 255 51 149 20 199 145 182 195 37

231 156 104 36 93 97 158 115 237 170 147 117 24 249 94 128

19 7 90 74 39 236 78 160 219 171 120 91 148 6 103 187

235 63 86 52 247 175 225 114 89 191 27 233 146 100 228 206

34 169 0 197 134 173 57 205 239 4 254 185 248 3 164 110

88 152 95 214 240 44 106 222 16 98 107 66 62 83 133 217

165 26 2 32 221 166 118 174 111 64 122 22 33 102 119 177

40 163 242 183 23 21 10 75 226 71 188 1 204 251 250 238

207 67 46 65 113 8 124 190 53 192 99 241 244 31 29 28

45 60 186 77 82 234 5 127 198 184 108 130 72 126 167 79

209 35 218 41 43 232 138 101 159 18 223 178 224 140 154 141

55 121 96 202 116 180 201 59 125 9 168 196 208 252 50 139

243 144 42 109 181 38 17 203 246 179 162 143 176 136 80 229
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Table 6 Proposed s-box3
1 21 54 192 232 23 59 58 113 20 233 189 102 253 4 74

198 140 175 219 103 149 209 64 226 14 224 218 30 98 231 229

177 41 126 147 129 154 15 110 47 165 137 81 88 53 148 222

145 186 28 134 200 168 8 66 248 63 55 237 178 185 94 60

155 78 119 254 31 27 46 95 11 25 99 12 213 136 241 196

73 162 205 92 68 122 252 120 239 187 10 69 181 206 109 9

3 246 91 217 7 160 100 50 40 71 112 215 138 166 43 139

173 251 184 190 156 199 249 234 230 164 180 44 194 16 6 143

159 167 235 240 117 90 51 18 151 247 83 42 202 150 193 13

56 223 142 146 171 242 75 105 238 48 124 228 101 182 174 72

172 76 93 176 2 245 52 115 67 82 243 87 197 188 24 29

19 207 62 116 127 97 179 57 49 250 133 65 191 104 157 203

152 221 32 158 183 61 236 80 79 5 0 161 135 85 153 45

111 70 125 89 244 169 22 216 37 132 141 130 34 201 86 227

77 144 170 96 36 26 118 220 114 17 195 84 38 128 255 121

204 108 208 163 106 33 212 35 211 210 123 131 107 214 225 39

Table 7 Performance

comparison of proposed s-box

structures with other methods

S-BOX BIC XOR SAC Avg. non

Non SAC

S-box1 102.29 0.4963 10 0.5032 108

S-box2 103.36 0.4997 10 0.5046 108.5

S-box3 103.71 0.501 12 0.5095 108.75

Arshad et al. (2022) 107 – 6 0.501 107.25

Ye and Zhimao (2018) 103.5 0.504 10 0.4976 106.7

Belazi and Abd El-Latif (2017) 104.3 0.4988 12 0.5010 105.5

Lambić (2020) 100 0.5288 10 0.501 106.2

Özkaynak (2020) 103.3 0.4972 10 0.5034 104.7

Alhadawi et al. (2020) 104.6 0.4974 10 0.496 107

Khan and Shah (2014) 105.7 0.4994 32 0.4926 105.5

Tian and Lu (2017) 103.7 0.5025 10 0.5093 107.5

Alhadawi et al. (2021) 103.85 0.5011 10 0.4995 108.5

Ahmed et al. (2019) 104.3 0.5001 10 0.4944 107.5

Wang et al. (2012) 90 0.4950 10 0.5068 108

Chen (2008) 103.2 0.4971 10 0.4980 104

Farah et al. (2017) 105.2 0.4984 10 0.5120 106.5

Ahmad et al. (2015) 105.5 0.5010 10 0.5015 107

Hematpour and Ahadpour (2021) 105.85 0.4995 10 0.5036 106.5

The average nonlinearity values are given in bold

Table 8 Entropy and NPCR-

UACI values of encrypted

images

Test image Information entropy value NPCR UACI

R G B

Lenna (512 9 512) 7.99857 7.99871 7.99661 0.99615 0.30402

Baboon (512 9 512) 7.99833 7.99765 7.99884 0.99611 0.29756

Barbara (256 9 256) 7.99646 7.99608 7.99706 0.99600 0.29855

Pepper (256 9 256) 7.99595 7.99639 7.99670 0.99605 0.32027
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3.2 S-box analysis results

Using the proposed s-box generator algorithm, 3 different

s-boxes were obtained after 5000 iterations. These s-box

structures are given in Tables 4, 5, and 6. Various metrics

are used in the literature to evaluate the performance of an

8-bit s-box structure used in this study. The first of these is

the property of bijectivity. This feature states that each

value should be used only once. In this way, a more

effective mixing process is achieved. Three different s-box

structures obtained in this study also meet this criterion. So

the suggested s-boxes are bijective. Another important

criterion is SAC. This metric briefly states that; A change

in the input should change almost half of the bits in the

output. Therefore, this value should be 0.5 or very close to

it. The averages of these values in the s-box structures

proposed in this study are 0.5032, 0.5046, and 0.5095,

respectively. These values show that the proposed s-boxes

meet this criterion perfectly. Another and most important

metric is the nonlinearity metric. Since an s-box is a non-

linear transformation, this value is expected to be high. In

AES, this value is 112. In the recommended s-box struc-

tures, these values are 108, 108.5, and 108.75, respectively.

These values are values that can be considered high.

Another metric is BIC. Here, nonlinearity and SAC values

are calculated in different ways. For this criterion, the

maximum nonlinearity value is 112 and the SAC value is

required to be 0.5. Recommended s-box structures where

the SAC value is 0.4963, 0.4997, 0.501 respectively.

Nonlinearity values are 102.29, 103.36, 103.71. SAC val-

ues are provided in the BIC criterion. However, nonlin-

earity values here can be increased in future studies.

Finally, input–output XOR distributions are calculated.

This criterion says that changes in the input must inde-

pendently affect the output. It is desired that this value

below. In AES, this value is highest at 4. In the s-box

structures in this study, these values are 10, 10, and 12,

respectively. These values are a problem in many studies

and are another point that needs to be improved. In most

studies, this value is calculated as 10. Therefore, these

values are acceptable.

The proposed s-box structures are compared with some

other studies in the literature. The comparison results are

given in Table 7. The comparison is based on BIC, SAC,

max XOR, and nonlinearity metrics. When the literature

and Table 7 are analyzed; it is seen that the SAC value is

obtained very close to 0.5 in most studies. Similarly, it is

seen that the BIC-SAC value used to calculate the BIC

value in these studies is close to 0.5 and the BIC-Non

values are generally close to each other. In most of these

studies, the max XOR value, which is the third criterion, is

usually 10. This value is 4 for the s-box structure used in

the AES algorithm. In other words, a value of 4 must be

reached. This is one of the most prominent shortcomings of

the literature. Finally, the metric focused on both in this

study and most other studies is the nonlinearity value.

Because an s-box structure should not have a linear

structure. Therefore, researchers have been working for

many years to produce s-box structures with high nonlin-

earity values. The main purpose of the s-box structures

used in this study is to ensure that the nonlinearity value is

as high as possible. Looking at Table 7, the proposed s-box

structures have surpassed many studies in terms of non-

linearity values. This is one of the most important contri-

butions of the proposed work.

bFig. 2 Analysis results of test images (a original images, b encrypted

images, c decrypted images, d histogram graphs of original images,

e histogram graphs of encrypted images, f correlation graphs of

original images, g correlation graphs of encrypted images graphics)

Table 9 Comparison of information entropy values for Lenna image

Method Information entropy value

R G B

Proposed 7.9985 7.9987 7.9966

Yang et al. (2019) 7.9948 7.9958 7.9950

Khan and Masood (2019) 7.9973 7.9972 7.9975

Liu and Wang (2011) 7.9791 7.9802 7.9827

Elkandoz and Alexan (2022) 7.9970 7.9973 7.9961

Table 10 Comparison of NPCR and UACI values for different images

Test image NPCR UACI

Proposed Elkandoz and Alexan (2022) Alexan et al. (2023b) Proposed Elkandoz and Alexan (2022) Alexan et al. (2023b)

Lenna 0.99615 0.99624 0.99611 0.30402 0.30568 0.30356

Baboon 0.99611 0.99604 0.99604 0.29756 0.29604 0.29542

Pepper 0.99605 0.99605 0.99626 0.32027 0.32226 0.32163
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3.3 Analysis results of encrypted images

In this study, two images of 512 9 512 and 256 9 256

were encrypted and subjected to various tests. Looking at

the literature, various metrics are used to analyze encrypted

images. Some of these are NPCR-UACI, information

entropy calculation, histogram analyses, and correlation

analyses. These four criteria were examined in this study.

NPCR calculates the amount of change in pixels for an

encrypted image. This value is expected to be high. This

value is usually expressed as a percentage. The higher this

percentage, the more independent the pixels are from each

other. This value is generally expected to be above 99.

UACI, on the other hand, calculates the intensity of change

in an encrypted image. A high UACI value indicates that

most of the pixels have changed from the original image to

the encrypted image. Another criterion, information

entropy, calculates the distribution of the content of the

image. It is calculated separately for R, G, and B channels.

A higher value indicates that the image consists of more

information. In a strong encryption algorithm, pixels will

be distributed randomly and there will be no repetition

between patterns. This value should generally be close to 8.

Another criterion, histogram analysis, graphically expres-

ses the color distribution for an image. This analysis can

provide a lot of information about the image. Therefore, it

is an important analysis method. Finally, correlation anal-

ysis refers to the similarity of one side of an image to the

pixels on the other side. Here the result is again expressed

with a graph. If this graph results in high correlation, it

means there is similarity between pixels. A low correlation

means that the pixels are not like each other. Histogram

and correlation analysis of an encrypted image should

show a uniform distribution. In this way, attackers cannot

make any inferences. NPCR-UACI and information

entropy values of four different images encrypted with the

proposed encryption algorithm are given in Table 8.

Looking at these values, the proposed method performs an

effective encryption process.

The original images and their histogram-correlation

graphs, their encrypted and decrypted versions, and the

histogram-correlation graphs of their encrypted versions

are all given in Fig. 2. When looking at this graph, it is

seen that there is no relationship between the original

images and the encrypted images. Especially when looking

at the histogram and correlation graphs, the encrypted

images have a uniform distribution. On the other hand,

when looking at the histogram and correlation graphs of the

original images, it seems that the images are understood.

The images encrypted with the proposed method are

compared with similar studies and the comparison of

information entropy values for the Lenna image is given in

Table 9. When we look at this table, the information

entropy values are very close to the value of 8 with a value

of 7.99, so it is considered successful. The comparison of

NPCR and UACI values for lenna, baboon, and pepper

images is given in Table 10. Looking at this table, it is seen

that the NPCR value is 99% successful. Similarly, the

UACI value around 0.3 is acceptable.

4 Conclusions

In this study, an innovative image encryption algorithm

was designed. In the first step, the proposed algorithm

XORs each layer of the image with a unique and strong

new key. Then, a random permutation process is applied to

each layer. Each of the encrypted layers obtained here is

finally passed through a new s-box structure with a high

nonlinearity value. After these processes, all layers are

combined to obtain an encrypted image. Thus, XOR and

s-box confusion meet the criteria, while random permuta-

tion meets the diffusion criteria. In this study, both key and

s-box structures were obtained with a unique chaotic

Gaussian map. The outputs of the chaotic map were con-

verted into bit sequences and 5 different sequences with a

length of 1 million were obtained. All of these arrays have

successfully passed all NIST SP 800-22 tests. On the other

hand, the proposed s-box structures surpassed many studies

with nonlinearity values of 108, 108.5, and 108.75. With

the proposed algorithm, 4 different images were success-

fully encrypted and the encrypted images successfully

completed tests such as NPCR-UACI, information entropy,

histogram analysis, and correlation analysis. As a result, it

is thought that this study will make many contributions to

the literature on s-box development, random number gen-

eration, and image encryption. Another important contri-

bution of the study is to show how the important gains

obtained in these fields can be used in an image encryption

algorithm. At this point, both key and s-box structures can

be developed with different methods. This is a promising

research question and a source of motivation for the future.
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Hénon chaotic map and S8 symmetric group. Neural Comput

Appl 25(7):1717–1722

Khan M, Shah T, Mahmood H, Gondal MA, Hussain I (2012) A novel

technique for the construction of strong S-boxes based on chaotic

Lorenz systems. Nonlinear Dyn 70(3):2303–2311

Khan M, Shah T, Gondal MA (2013) An efficient technique for the

construction of substitution box with chaotic partial differential

equation. Nonlinear Dyn 73(3):1795–1801

Khan LS, Hazzazi MM, Khan M, Jamal SS (2021) A novel image

encryption based on rossler map diffusion and particle swarm

optimization generated highly non-linear substitution boxes.

Chin J Phys 72:558–574

Khan H, Hazzazi MM, Jamal SS, Hussain I, Khan M (2023) New

color image encryption technique based on three-dimensional

logistic map and Grey wolf optimization based generated

substitution boxes. Multimed Tools Appl 82(5):6943–6964

Kuznetsov A, Karpinski M, Ziubina R, Kandiy S, Frontoni E, Peliukh

O, Kozak R (2023) Generation of nonlinear substitutions by

simulated annealing algorithm. Information 14(5):259

Lai Q, Hu G, Erkan U, Toktas A (2023) A novel pixel-split image

encryption scheme based on 2D Salomon map. Expert Syst Appl

213:118845
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