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Abstract

There are two basic requirements for symmetric encryption algorithms. The first of these is diffusion. The second and most
important is confusion. In these algorithms, this requirement is usually met by s-box structures. Therefore, s-box structures
must be strong. So, a cryptographically good s-box will make the encryption algorithm difficult to crack. However,
obtaining a strong s-box is a rather difficult problem. In this study, Josephus circle logic is used to solve this problem.
Initially, with a random s-box structure, the elements are replaced according to their Josephus positions, and the s-box is
made stronger. In the proposed algorithm, according to the Josephus logic, the elements that kill each other are replaced
and this process continues until one element remains. The last 30 surviving elements are replaced with all elements. In this
way, three different s-boxes were obtained. In two of them, the nonlinearity value was 110.5, and in one of them, the
nonlinearity value was 110.75. Fixed points in the proposed s-box structures were identified and eliminated. In addition, it
has been proven because of the analysis that the obtained s-box structures also meet other cryptographic requirements. In
addition to leaving behind most studies in the literature, the proposed method will also provide strong s-box structures for

encryption algorithms to be built in the future.

Keywords S-box - High nonlinearity - Josephus problem - Chaos - Symmetric encryption

1 Introduction

Network technologies continue to evolve to meet today’s
increasing communication needs. One of the most impor-
tant concepts during this communication is the security of
the communication and the data transferred. Users are often
worried about this. The topic of security is now a hot topic
that attracts the attention of almost all people. However,
with these developing technologies, attacks on these data
are increasing day by day. At this point, the concept of
cryptography emerges. The need for cryptographic struc-
tures has become inevitable for secure communication and
the safe transfer of information. One of the most important
pillars of cryptography science is the development of
encryption algorithms to ensure confidentiality. Today’s
encryption standard AES (Daemen and Rijmen 1998)
algorithm, frequently used DES algorithm (Standard 1999)
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and many other important algorithms are called block
cipher algorithms. These algorithms ensure that commu-
nication and data transfer are carried out securely. To fulfill
today’s requirements, the need for encryption algorithms in
different sizes and speeds is increasing, especially
according to the capacities of applications. Confusion and
diffusion are two important requirements for block cipher
algorithms (Artuger and Ozkaynak 2022a). The confusion
requirement, which is the most important of these
requirements, is usually provided by s-box structures.
Because s-box is a nonlinear transformation and provides a
mixing of data. Therefore, the s-box structure is one of the
important factors that determine the strength of the block
cipher algorithm.

The S-box can be seen as a simple nonlinear structure
that transforms data from one form to another. However,
considering the advantages it provides, its importance is an
undeniable fact. Obtaining a strong s-box will turn into a
very difficult problem, especially as its dimensions
increase. For example, for AES and similar algorithms, an
s-box structure consisting of 16 rows and 16 columns is
used. That means 256 elements. Searching a table of 256
elements means 256! means situation. This means a
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problem that cannot be solved in a certain time. Therefore,
researchers continue to work rapidly to bring different
solutions to this problem. More than 150 studies have been
done in the literature to obtain a strong s-box. This is one of
the sides showing that the optimum solution is still not
achieved. Because the advantages and disadvantages of the
methods arise when obtaining an s-box. In other words, it
says that the search for optimum solutions should continue.
At the beginning of these existing approaches; chaos,
optimization techniques, mathematical transformations,
cellular automata, DNA and RNA chain structures. In
addition to these, different techniques have been used.
Chaos-based techniques are quite popular. They produce
s-box structures that are easy to obtain but cryptographi-
cally weak. In mathematical transformations, crypto-
graphically strong s-box structures are obtained. However,
these structures may show weaknesses against some dif-
ferential attacks (Ors et al. 2007). Optimization techniques
are still frequently used. In these methods, cryptographi-
cally strong structures can be obtained. However, time
complexity and computational costs can be high in these
structures. Cellular automata structures and DNA-RNA
chains are like optimization techniques. In this study,
unlike these, an s-box generation architecture was created
based on the Josephus problem. As a result of the analysis,
it has been shown that this proposed method can be an
alternative to the methods in the literature. Some of the
above-mentioned studies, especially those developed in
recent years, are mentioned below. In addition, a perfor-
mance comparison was made with the proposed method.
General logic in optimization-based methods; It is the
selection of the elements to be replaced in the s-box
structure with the optimization algorithm. In these studies,
two elements are selected and replaced by the optimization
algorithm until a certain iteration. Then, if the fitness value
has increased, the s-box structure is updated. As the fitness
value, the most important parameter, the nonlinearity
value, is used. In recent years, many optimization methods
have been used to overcome the s-box generation problem.
Some algorithms have been used many times in different
ways and continue to be used. The time complexity of
these algorithms is quite high. In other words, it may take a
long time for the algorithm to obtain a strong s-box. Per-
haps newly developed or to be developed metaheuristic
algorithms can eliminate this problem. This could be a new
research question for researchers. Looking at the studies so
far; the studies referenced Wang et al. (2012, 2020), Kang
and Wang (2022), Artuger and Ozkaynak (2022b), devel-
oped new s-box structures based on the genetic algorithm.
Particle swarm optimization was used in the studies ref-
erenced Ahmad et al. (2020), Khan et al. (2021), Hemat-
pour and Ahadpour (2021) and effective results were
obtained. In the studies Alhadawi et al. (2020), Ahmed
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et al. (2019), s-box generation algorithms were developed
using the firefly algorithm. In the study Zamli et al. (2023),
naked mole rat algorithm was used in the study. In the
study Tian and Lu (2017), s-box structures were developed
using the bacterial foraging optimization algorithm. In the
study Farah et al. (2017), the learning-teaching optimiza-
tion algorithm was used. In the study Zamli et al. (2021),
effective s-box structures were developed using the tiki-
taka algorithm. Hopfield neural network algorithm was
used in the study Ahmad and Al-Solami (2020a). In the
study Alhadawi et al. (2021), the cuckoo search algorithm
was used. In the study Zamli (2021), the agent heroes and
cowards optimization algorithms were used. In the study
Chen (2008), the annealing algorithm was used. In addi-
tion, this study is one of the first optimization algorithms
used to develop s-box. In the study Ahmad et al. (2015), ant
colony optimization algorithm was used. In the study
Kuznetsov et al. (2022), the s-box was developed using the
hill climbing algorithm. In the study Alzaidi et al. (2018),
strong s-box structures were tried to be obtained by using
the sine cosine optimization algorithm. In the study Khan
et al. (2023), strong s-box structures were obtained by
using the gray wolf optimization algorithm. In the study
Zamli et al. (2022), the s-box was created using the Elitist
Barnacles Mating optimization algorithm. In the studies
referenced Basha et al. (2022), Al-Wattar et al. (2015a, b),
Kadhim et al. (2016), Mohamed et al. (2021), Farhan et al.
(2020), algorithms for obtaining s-box were developed
using DNA and RNA coding or chain structures. In these
algorithms, results parallel to the optimization methods can
be obtained in general. However, computational costs may
increase with these methods. In studies Aboytes-Gonzdlez
et al. (2018), Haque et al. (2022), Gangadari and Ahamed
(2018), Szaban and Seredynski (2008), Mariot et al. (2019),
Alexan et al. (2022), s-box was developed based on cellular
automata structures. In these structures, it is like DNA-
RNA coding and optimization techniques. Another
approach is s-box structures obtained using chaotic maps.
The advantage of these structures is that they are fast and
less complex. However, nonlinearity values are generally
low. Various methods have been proposed to improve the
performance of such algorithms (Artuger and Ozkaynak
2020, 2021). Looking at the chaotic maps used based on
studies, it is seen that chaotic Chen system in Ozkaynak
et al. (2017), logistic map in Ozkaynak (2020a), Lorenz
Duffing system in Ye and Zhimao (2018), Tent map in
Tang and Liao (2005), Zhongtang system in Cavusoglu
et al. (2017), Baker map in Tang et al. (2005), Lorenz
systems in Ozkaynak and Ozer (2010), Khan et al. (2012),
hyperchaotic system in Yang et al. (2023), a new discrete-
time chaotic map in Lambi¢ (2020), a one-dimensional
discrete chaotic map in Lambi¢ (2018), the labyrinth Rene
Thomas system was used in Ozkaynak (2020b), the partial
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differential equation in Ahmed et al. (2019), the sinus map
in Belazi and Abd El-Latif (2017), and the fractional
chaotic system in Khan and Shah (2015). With the help of
all these chaotic maps and many more chaotic maps, dif-
ferent s-box generation algorithms have been developed.
However, since the nonlinearity value of these structures
remains low, either the nonlinearity value of these struc-
tures should be increased, or alternative solutions should be
developed. Finally, mathematical transformations are fre-
quently used. The biggest advantage of these structures is
that they are s-box structures that show very good cryp-
tographic properties. Particularly when nonlinearity values
are considered, they are one step ahead of other studies.
However, such s-box structures have disadvantages against
some application attacks (Ors et al. 2007). In mathematical
transformation-based s-box structures; Boolean functions
were used in the studies Hussain (2020), Bakunina and
Dykyi (2022), Sokolov and Radush (2022), mobius group
and finite field were used in the studies Arshad et al.
(2022), Anees and Chen (2020). A group theory was used
in the studies Razaq et al. (2022a, b). In the study Razaq
et al. (2021), group theory and graph structure were used.
In the study Isa et al. (2023), binomial power functions
were used. In Khan and Shah (2014), a symmetrical group,
in Ahmad and Al-Solami (2020b), algebraic structure and
complex behavior, in Malik et al. (2020), rotation matrices,
and in Ahmad et al. (2015), Siddiqui et al. (2020) a mod-
ular group action, it was desired to obtain a strong s-box.

Many different philosophies have been used to produce
S-boxes, as mentioned above. It is thought that the Jose-
phus problem approach used in this study can be among
these philosophies. Thus, this study can be a source of
inspiration for researchers to use the Josephus problem in
the production of s-boxes or in solving different problems.
This is one of the most important contributions of the
study. Another contribution of the study is obtaining high
nonlinearity values. Obtaining similar high nonlinearity
values in 3 different s-box structures puts the study ahead
of other studies in the literature. Finally, fixed points in the
s-box structures obtained in this study were eliminated with
an innovative approach. In this way, the recommended
s-boxes have been made stronger. In most studies in the
literature, fixed points are not controlled. This study shows
the importance of fixed points in s-box structures and how
they can be eliminated. In the remaining part of the study,
the Josephus problem is explained in the second part. In the
third chapter, the proposed algorithm is given together with
the flow chart. In the fourth chapter, s-box performance
metrics are explained, and 3 different s-box structures
obtained with the proposed algorithm are analyzed. In the
fifth section, the results are discussed.

2 Josephus problem

The Josephus Problem is named after the historian Flavius
Josephus, who participated in the Jewish revolt against the
Romans. As a general, Josephus managed to defend the
fortress of Jotapata for 47 days. However, after the fall of
the city, he was trapped in a nearby cave with 40 soldiers.
Flavius and his friends, who said that it was more honor-
able to commit suicide instead of being killed by enemy
soldiers, wanted to do this in a certain order. For this, they
are first arranged to form a circle. Legend has it that
Flavius Josephus will eventually survive this deadly game,
thanks to his mathematical abilities. For this, he persuades
the soldiers to kill each other. In this way, each soldier will
kill the soldier next to him. Together with Josephus, a total
of 41 people are lined up in a circle. Josephus immediately
calculated the survivor and positioned himself in the
appropriate place of the circle. So how did Josephus cal-
culate this? In the problem, an example of which is given in
Fig. 1 with 8 soldiers, the circle starts from the first soldier
and moves to the left. In this way, the first soldier kills the

1 1
8 2 48 2
7 3 7 3
6 4 6 A
5 5
Initial Pass 1
> >
1 1
7 3
S 5
Pass 2 Pass 3
1
Final

Fig. 1 Example of playing the Josephus problem with 8 players
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second, the third soldier the fourth, the fifth soldier the
sixth, and the seventh soldier the eighth. The four survivors
after the first round continue in the same way. The first
soldier kills the third, the fifth soldier kills the seventh. In
the final round, the first soldier kills the fifth soldier and
becomes the last survivor. Let’s assume that k(n) is the
winning player. If there is an even number of soldiers, we
can say that k(2n) = 2k(n) — 1. If there is an odd number
of soldiers then k(2n + 1) = 2k(n) + 1. In addition, the
surviving soldiers according to the number of some soldiers
are given in Table 1.

When Table 1 is examined, one of the striking results is
that the soldier in position 1 mostly survived. Namely,
when the number of soldiers is one of the bases of 2, the
first soldier will always survive. In other words, if there are
soldiers in the numbers 1, 2, 4, 8, 16, 32, 64, 128, 256... we
can say that the last soldier remaining is the first soldier.

3 Proposed algorithm

In the proposed method, firstly, a randomly generated s-box
structure is taken. Then, considering the Josephus problem,
there are 256 soldiers in this s-box structure, since there are
256 values. Looking at the structure in Fig. 1, the first
soldier kills the second soldier. Accordingly, in the pro-
posed method, the first value and the second value are
replaced in the s-box. The nonlinearity value is then cal-
culated. If this value increases or stays equal, the s-box is
updated. In this way, the algorithm works one round for all
elements. That is, up to 256 such elements as 3 and 4, 5 and
6, 7 and 8 are replaced, respectively, and checked
according to the new s-box nonlinearity value. This way,
the values killed at the end of a round will not be looked at
again. The same process continues until only one element
remains among the surviving values. Finally, the 30 sur-
viving values are hovered by replacing all the elements in
the s-box structure. In this way, a weak s-box structure can

Table 1 The last survivor by some soldier numbers

Number of soldiers Surviving soldier

1 1
2 1
3 3
4 1
5 3
6 5
8 1
11 7
16 1
20 9
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become strong, especially with a high nonlinearity value.
The general steps of the proposed algorithm are given
below. In addition, the flow chart of the proposed method is
given in Fig. 2.

Step 1 A random cryptographically weak s-box is taken.

Step 2 S-box values are located according to the Jose-
phus problem.

Step 3 Elements that will kill each other are replaced in
order.

Step 4 The nonlinearity value of the new s-box is
calculated.

Step 5 If the new nonlinearity value is greater than the
old nonlinearity value, the s-box is updated.

Step 6 Continue from Step 3 until one element remains.

Step 7 The last 30 elements are saved.

Step 8 These elements are replaced by all elements in
turn.

Step 9 If the new nonlinearity value is greater than the
old nonlinearity value, the s-box is updated.

Step 10 Continue from Step 8 until iteration is complete.

Step 11 The s-box with high nonlinearity value is
obtained.

4 Analysis results

When we look at the literature, bijectivity, strict avalanche
criterion (SAC), independence from output bits criterion
(BIC), I/O XOR distribution, and nonlinearity values are
generally used to analyze an s-box structure. Bijective means
that each value should only be used once. In other words,
since there are 256 values in the proposed s-box structures,
each of the elements between 0 and 256 should be used only
once. All the proposed s-box structures are bijective. Look-
ing atthe SAC value, a change made at the input for data to be
encrypted should change half of the bits at the output
(Webster and Tavares 1985). This value is taken as 0.5.
These and similar values are considered valid for an s-box
structure. In the proposed s-box structures, the SAC values
were very close to 0.5. So, it can be said that this criterion is
also met. Another and most important criterion is the non-
linearity value. This value is vital for an s-box structure.
Because s-box structures are nonlinear structures and pro-
vide confusion. The linearity of these structures makes them
easy to break. The nonlinearity values of these structures
should be as high as possible so that no inference can be made
by the attackers. In today’s encryption standard AES algo-
rithm, this value is 112, which is a perfect s-box structure. In
s-box structures to be developed for alternative encryption
algorithms, this value should be at least close to this value. In
fact, some studies conducted today have shown that the
nonlinearity value can exceed the AES algorithm. Nonlin-
earity values of 114.5 (Dimitrov 2020) and 116 (Dimitrov
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Nonlinearity value
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NewNon > OldNon

No

Is there any value
left to change?

Fig. 2 Flow chart of the proposed method

2021; Zhao et al. 2023) are the highest scores obtained so far.
Whether these values can be increased even higher may be a
different source of motivation for researchers. However,
most studies in the literature fall well below this value. In
three different s-box structures obtained in this study, the
nonlinearity values reached 110.5 in two and 110.75 in one.
These values are acceptable. In other words, the proposed
s-box structures also meet this criterion. In the input and
output XOR values, which is another criterion, it is expected
that the XOR values at the input and the XOR values at the
output have the same probability (Biham and Shamir 1991).
This makes the algorithm resistant to differential crypt-
analysis. In the AES algorithm, the highest of this value is 4.
This value may be slightly higher in the proposed algorithm
and many algorithms in the literature. In the proposed s-box
structures, this value was 10 in two and 12 in one. This is a
criterion that needs improvement. However, the value of 10
has been an accepted value in the literature. Finally, the BIC
value indicates that the bits should change independently of
each other. In this value, both nonlinearity and SAC values
are calculated. It is desired that the BIC-Nonlinearity value is
as high as possible, and the BIC-SAC value is 0.5 or close to
it. With the proposed algorithm, three different s-box struc-
tures that can be considered cryptographically strong were
produced. These structures are given in Tables 2, 3, and 4,
respectively.

-

TempArray[]= Last
30 survivors

Strong S-
box
-

values in S-box (i,j)

Exchange two

l

Calculate the Yes

NewNon

NewNon >= OldNon

Update S-box

When analyzing an s-box structure, the metrics given
above are generally used (Si et al. 2023). However, fixed
points and inverse fixed points are two very important
concepts for an s-box. A fixed point refers to the situation
where an input value matches its own value in an s-box. If
expressed mathematically, it can be expressed as
S(a) = a. On the other hand, inverse fixed point occurs
when an input value matches the output value in an s-box.
Mathematically, it can be expressed as S(a) =b,
S(b) = a. Having fixed or inverted fixed points in an s-box
may cause various vulnerabilities (Liu et al. 2020).
Attackers can make many inferences here. For this pur-
pose, after obtaining an s-box, it should be checked whe-
ther there is a fixed or inverse fixed point, and, if possible,
this situation should be eliminated. The fixed points in the
proposed s-box structures are as follows.

S-box1: 81, 82, 245.

S-box2: 24, 73.

S-box3: 66, 106.

There are some approaches in the literature to eliminate
fixed and inverse fixed points (Liu et al. 2020, 2023; Si
et al. 2021). However, in this study, these points were
eliminated by using the philosophy in the proposed algo-
rithm from a different perspective. Namely, after obtaining
strong s-box structures with the proposed algorithm, fixed
points are detected. Then, these fixed points are replaced by
other elements, respectively. After the displacement
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Table 2 Proposed sbox1

A

B

C

D

E

F

176
203
166
148
67
27
32
13
72
182
41
212
156
158
127
26

T H g AW > © 09 b W — O

62
179
63

159

81
144
169
171
222
173
107
145

43

17
167

70
153
25
201
215
82
238
34
211
46
129
189
47
36
59
162

56
141

113
85
138

185
142
236

86
135
216

80
209

227
143
139

91

207
155

29
108
233
130

37
163

12
249
165

252
204
191
120
187
105

71
146

94
137
119
115
210
125
117
245

88
183
22
71
251
103
16
230
28
38
98
161
128
96
248
101

253
194
116
147
124
242
226
221
213

52
106

54

61
109
237

126
205

131
202
58
57
92
186
214
24
79
64
223
44

45
66
219
123
18
136
177
14
150
247
11
134
68
84
232
178

199
151
121
40
200
31
220
164
250
197
95
240
10
254
42
21

160
133
208
8
235
100
114
75
35
192
234

190
241
255

99

111
87
90
23
65
30
76
33

198
19
93

174

246

188
69

243

118
218
157
224

89

48
196
170
180
193
102
149
231
195
206
104

49
168
229
184
154
172

20

78

50

83
132

74
225

60

15

55

140
152
73
39
97
217
175
181
122
53
112
51
239
244
110
228

Table 3 Proposed sbox2

43
66
120
244
72
139
210
21
56
108
79
157
246
198
166
232

T mH g QW > 0 0N A W= O

111
100
11
114
90
45
154
103
38

162
52
185
34
22

200
209
131
254
140
106

88
219
116
205

49
138
153
182

57

91

236
71
94

234
74
16

107
85

226

247
97
54
46
70

230
95

220
252
190
80
135
152
218
30
192
183
118
27
92
158
26
177

137
145
213

75
101

78
225
178
179
142
208
240
121

41
194

18

204

58
172
189

151
180
115
129
112
86
84
40
184
37

159
17
23

243
89
32

125
10

164

242

169
62

235

127

251
71

229

24
199
147

221
29
81
99
13
44
67

161

222

248

4
61
212
223
73
187
193
233
253
146
87
237
33
69
238
245

239

51
25
35
241
144
202
143
141
165
63
50
133
170
148

28
217
124

55
201
197

60
188
168
203
224

211
186
36
122
113
228
64
173
59
171
12
104
249
250
93

65
68
160
123
181
227
136
216
19
14
149
215
196
82
195

132
20
191
98
176
175
231
128
174
96
207
163
83
206
130
76

117
156
134
126
105

48
155
119

47

53
214
167
110
102
109

31

process, the nonlinearity value is checked. If this value
remains equal, the s-box is updated. When this process is
done sequentially for all fixed points, these points are
quickly eliminated. In addition, this way the nonlinearity
value will not decrease. With this philosophy, fixed points
in the proposed s-box structures have been eliminated, and
the final states of these s-box structures are given in
Tables 5, 6, and 7 respectively.

In addition, the performance values of the proposed
s-box structures in their initial state and after the fixed
points are removed are given in Table 8. Thus, s-box
structures are made stronger. Additionally, when Table 8 is
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examined, it is seen that other criteria (BIC, SAC) also
improved after the fixed points were eliminated.

The obtained s-box structures were compared with dif-
ferent s-box structures in the literature, especially accord-
ing to the nonlinearity value. The performance comparison
table is given in Table 9. In this table, there are various
s-box generation approaches based on optimization, chaos,
DNA-RNA coding—chain structures, mathematical trans-
formations, and cellular automata. The proposed approach
in Table 9 is compared with 48 studies. He left 31 of these
studies behind and achieved the same value as one of them.
This means that the proposed method can compete with
current and future studies. Another contribution of the
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Table 4 Proposed sbox3

81

80
211
122
123
235
152

89
96
11
139
190
244
110
62

T H g AW > © 09 b W — O

160
18

250
38
15
52
78

174

224
45

157
43

150

198
36

111
60
133
71
66
17
164
162
34
234
249
19
192
196
143
255

48
127
248
220

47
138
194
245
236
145

50

70
120
177
151
241

51
229
225

37
200

35
107
149

117
191
171

64
193
204

76

53

44
115
105

14

86
169
173
130
153
182
109
104
199
124

46

181
27
57

230

168

223
29
128
158
39
161
26
140

178
176
114

65
142
253

87
221

119
129
179
54
172
84
25

58
108
12
95
94
226
88
134
175
116
137
30
214
215
207
254

83
125

72
246
218

31
136
187
148

97
112
210
180
101
135
209

103
186
67
132
167
74
106
55
10
85
141
4
22

118
205

90
20
189
49
201
154
222
203
93
247
197
237
99
195
21
242

202
240
238

24
126

61
146
243
166

40

[c <l \S]

16
33
251
69

219
13
232
92
147
23
75
79
208
159
206
185
212
28
131
144

217
32
252
91
228
231
59
113
77
183
82
41
63
170
227
102

213
188
100
163
156

68
155

73
239

98
165
121
233

56
216
184

Table 5 Proposed Final sbox1

5

176
203
166
148
67
27
32
13
72
182
41
212
156
158
127
26

T mH g QW > 0 0N A W= O

62
179
63

159
113
144
169
171
222
173
107
145

43

17
167

70
153
25
201
215
66
238
34
211
46
129
189
47
36
59
162

56
141

81
85
138

185
142
236
86
135
216
3
80
209

227
143
139
91
6
207
155
29
108
233
130
37
163
12
249
165

252
204
191
120
187
105

71
146

94
137
119
115
210
125
117
244

88
183
22
71
251
103
16
230
28
38
98
161
128
96
248
101

253
194
116
147
124
242
226
221
213
52
106
54
0
61
109
237

126
205

131
202
58
57
92
186
214
24
79
64
223
44

45
82
219
123
18
136
177
14
150
247
11
134
68
84
232
178

199
151
121
40
200
31
220
164
250
197
95
240
10
254
42
21

160
133
208

235
100
114

75

35
192
234

190
241
255

99

111
87
90
23
65
30
76
33

198
19
93

174

246

188
69

243

118
218
157
224

89

48
196
170
180
193
102
149
231
195
206
104

49
168
229
184
154
172
20
78
50
83
132
74
225
60
15
55

140
152
73
39
97
217
175
181
122
53
112
51
239
245
110
228

study is the evaluation of the performance of different
approaches. These different approaches have the potential
to be a source of inspiration for researchers. In addition, to
better understand the results given in Table 9, a perfor-
mance graph was drawn according to nonlinearity values,
and this graph is also given in Fig. 3.

5 Conclusions

Strong s-box structures are one of the main factors deter-
mining the strength of block cipher algorithms. Because
they fulfill the need for confusion. These structures must be

nonlinear to provide strong confusion. In other words, they
must have a high nonlinearity value. Obtaining an s-box
with high nonlinearity is a difficult problem. In this study, a
new algorithm is developed based on the Josephus problem
to generate strong, high nonlinearity s-box structures. In
the proposed algorithm, according to the logic of Josephus,
each cell of the s-box is considered a soldier. Soldiers who
were going to kill each other were thought of as cells that
would swap places. In this way, when the nonlinearity
value increases, the s-box structure is updated, and the
process continues until the last cell survives. Three dif-
ferent s-boxes were obtained with the proposed algorithm.
Two of them had a nonlinearity value of 110.5, and one had

@ Springer



10208 F. Artuger
Table 6 Proposed Final sbox2 0 1 > 3 4 5 6 7 3 9 A B C D E F
0 43 111 200 236 220 137 204 159 229 73 239 28 24 65 132 117
1 66 100 209 71 252 145 58 17 2 6l 1 217 211 68 20 156
2 120 11 131 94 190 213 172 23 199 212 51 124 186 160 191 134
3 244 114 254 234 80 75 189 243 147 223 25 55 36 123 98 126
4 72 90 140 74 135 101 8 89 0 42 35 201 122 181 176 105
5 139 45 106 16 152 78 151 32 221 187 241 197 113 227 175 48
6 210 154 8 107 218 225 180 125 29 193 144 60 228 136 231 155
7 21 103 219 8 30 178 115 10 81 233 202 188 64 216 128 119
8 56 38 116 226 192 179 129 164 99 253 143 168 173 19 174 47
9 108 4 205 247 183 142 112 242 13 146 141 203 59 14 96 53
A 79 162 49 97 118 208 86 169 44 87 165 224 171 149 207 214
B 157 52 138 54 27 240 84 62 67 237 63 15 12 215 163 167
C 246 185 153 46 92 121 40 235 161 33 50 150 104 196 83 110
D 198 34 182 70 158 41 184 127 222 69 133 6 249 82 206 102
E 166 22 57 230 26 194 37 251 248 238 170 255 250 195 130 109
F 232 7 91 95 177 18 377 9 245 148 39 93 5 76 31
Table 7 Proposed Final sbox3 0 1 N 3 4 5 6 7 3 9 A B C D E F
0 8 160 111 48 51 53 181 178 58 83 103 90 106 219 217 213
1 80 18 60 127 229 44 27 176 108 125 18 20 240 13 32 188
2 211 0 133 248 225 115 57 114 12 72 67 189 238 232 252 100
3 122 250 71 220 37 105 230 65 95 246 132 49 24 92 91 163
4 123 38 226 47 200 14 168 142 94 218 167 201 126 147 228 156
5 235 15 17 138 35 86 9 253 66 31 74 154 61 23 231 68
6 152 52 164 194 107 169 5 87 88 136 202 222 146 75 59 155
7 1 78 162 245 149 173 223 221 134 187 55 203 243 79 113 73
8 89 174 34 236 7 130 29 6 175 148 10 93 166 208 77 239
9 96 224 234 145 117 153 128 119 116 97 85 247 40 159 183 98
A 11 45 249 50 191 182 158 129 137 112 141 197 2 206 82 165
B 139 157 19 70 171 109 39 179 30 210 42 237 8 185 41 121
C 190 43 192 120 64 104 161 54 214 180 22 99 16 212 63 233
D 244 150 196 177 193 199 26 172 215 101 3 195 33 28 170 56
E 110 198 143 151 204 124 140 84 207 135 118 21 251 131 227 216
F 62 36 255 241 76 46 4 25 254 209 205 242 69 144 102 184
;:(l))[l)f)::: dPse-rl:fz)))rcH:tirnucciuoris S-box XOR BIC SAC Average nonlinearity
Non SAC
S-box 1 10 102.86 0.5008 0.5107 110.5
S-box 2 10 103.14 0.5026 0.5037 110.5
S-box 3 12 104.57 0.4993 0.502 110.75
Final s-box 1 10 103 0.4998 0.51 110.5
Final s-box 2 10 103.07 0.5004 0.5029 110.5
Final s-box 3 12 104.21 0.5 0.5012 110.75

a value of 110.75. These values can be considered quite
high. In addition, the proposed s-box structures also meet
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Table 9 Performance values of different s-box generation approaches

S-box XOR BIC SAC Average nonlinearity
Non SAC
Final S-box 1 10 103 0.4998 0.51 110.5
Final S-box 2 10 103.07 0.5004 0.5029 110.5
Final S-box 3 12 104.21 0.5 0.5012 110.75
In[5] 10 90 0.4950 0.5068 108
In[6] 10 104.07 0.5021 0.4953 110.25
In[7] - - - - 108
In[8] 12 104 0.5033 0.4968 111.75
In[9] 6 110.28 - 0.5022 111.5
In[10] - 110 0.5134 0.5431 112
In[11] 10 105.85 0.4995 0.5036 106.5
In[12] 10 104.6 0.4974 0.496 107
In[13] 10 104.3 0.5001 0.4944 107.5
In[14] 10 104.14 0.5041 0.4998 109.75
In[15] 10 103.7 0.5025 0.5093 107.5
In[16] 10 105.2 0.4984 0.5120 106.5
In[17] 10 104.07 0.5005 0.5017 109.25
In[18] 10 102.57 0.5034 0.5007 111.25
In[19] 10 103.85 0.5011 0.4995 108.5
In[20] 10 104.35 0.5009 0.5068 109.75
In[21] 10 103.2 0.4971 0.4980 104
In[22] 10 105.5 0.5010 0.5015 107
In[24] 10 104.07 0.5020 0.4985 109.5
In[25] - 113.35 0.4994 0.5 111
In[26] 10 104.21 0.5051 0.4980 109.5
In[27] - 103.4 - 0.5012 112
In[33] - 112 - 0.4998 112
In[34] 6 111.28 - 0.5012 110.75
In[35] - - - - 109
In[42] 10 102.6 0.4994 0.5037 105.25
In[43] 10 103.5 0.504 0.4976 106.7
In[44] 14 102.6 0.4958 0.5058 103.8
In[45] 10 102.3 0.5023 0.5039 106.2
In[46] 10 103.3 0.4995 0.4987 103.3
In[49] 10 104.5 0.5039 0.5007 107
In[50] 10 100 0.5288 0.501 106.2
In[51] 10 104.2 0.5003 0.4978 106.5
In[52] 10 103.3 0.4972 0.5034 104.7
In[53] 12 104.3 0.4988 0.5010 105.5
In[55] 4 112 0.504 0.4998 112
In[58] 6 107 - 0.501 107.25
In[59] 4 112 0.504 0.4998 112
In[61] 4 112 - 0.4985 112
In[62] 10 111.5 0.4950 0.5068 111.25
In[63] 4 - - - 108
In[64] 32 105.7 0.4994 0.4926 105.5
In[65] 8 - - 0.5046 110.5
In[66] 4 112 0.4890 0.504 112
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Table 9 (continued)

S-box XOR BIC

SAC Average nonlinearity

Non

SAC

In[67] 4 112
In[74] - -
In[75] _ _
In[76] - 104.86

112
114.5
116
116

Fig. 3 Performance comparison
graph of different s-box
generation approaches
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demonstrates the effectiveness of the proposed method. In
addition, fixed points were detected in the proposed s-box
structures, and these were also eliminated. In this way,
s-box structures have become even stronger. It also out-
performed most studies when compared to other methods
in the literature. This study can produce effective s-box
structures for block cipher algorithms to be developed in
the future.

@ Springer
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